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FEB .3 1998

Mr.' Thema.Wheeler
Pre.ident and CEO .
cellu~ar Telecommunications Ineustry Association
1250 COnnecticut Avenue, HW, Suite 200
Wasbinqton, DC 20036

Dear Mr. Wheeler:

This latter confiras discu••ions held betw.en the oepartaant of
Justice (DOJ), the Federal Bureau of Inv.sti9ation (PBX), and
repres.ntative. of the telecommunications industry durinq a
January 23, 1998 I ....tinql raqard,1nq DOJ' s position on the 1.,.1
status uncler the CDmDunicationa Aa.1st:aftce for Law ED~o~.
Act (CALEA) of the 11 electronic surveillance capabilities
(referred to as the -punch list-) that are missinq fraa tJ:Ie
current T.leccamunicatiafts IDcluatry Association (TU) eleet:x.u..
surveillance standard J-STD-025. Additionally, it~.u:- the
terms and conditions upon which D03 will forbear br1DqiDCJ
enforcement actions aqainst inclustry members for non-compliance
with CALEA.

DOJ h.- reviewed the 11 -punch list- capabillties in ref..... t
OLEA, its laqislative history, and t:l'ae underlyinCJ elect:.raDie
surv.illance statutea2 • In aedition, DOJ reviewed a~
evaluatinq the -punch list- under CALEA that vaa preparecl '" tbI
Office. of General Counsel (caC) of the FaX. All a rellU1.t af ib
review, DOJ is providing the follovinq 18qal opinion: 9 of 1:111
11 capabilities are clearly within

'Thos. in a~:tenclance at the January 23, 1998, aaetiJuJ i.-l....
representative. froa th. cellular Telecommunications ~ftda&crr
Aaaociat:ioft (CTXA), Personal Communications Indua'U"y ~.eillt1l
(PCtA), Telecommunications Industry Aaaociation (TIA), Va!'"
States Telephone Association (OSTA), Bell Atlantic, a.pazt ..~
Juatice and the Fec:1eral Bureau of I.nvestigation.

1 .
CAL!:A was enacted to preserve the electronic survaill...

capa1:»ili.ti.a af law enforc~t c01IIIUlnaurate with t.ba 1 1
authOrity found in the UDderlyinq elee:t:ronic surveillance
statu•• , and so that electronic surveillance efforts cau14 be
conduetedproperly p~suant to the•• stat:ues.



review, DOJ is providinq the following leqal opinion: 9 of the
11 capabilities are clearly within --
the scope of CALZA and the underlying electronic surveillance
statu1:.... These nine capabilities are3

:

• cem'tent of confer.nc.c1 calls;
• party 8014, Par:y Join,. Party Drop;
• Access to subjec:-initiata4 dialinq and signalin
• Natification Me.sage (in-band and out-ot-band

aignalinq) ;
• Ttminq to correlate'ca11 data and call content:
• Surveillance status Messafl-;
• Fea'tUrA S1:a1:US lIe•••q.;
• COntinuity .Check; ·aDd· .
• POst'cut-throuqh dialinq and signaling.

With r.apect: to the tirS1: four capa»ilities (Contantof '
ccnfarancad calla: party Hold, party Join, Party Drop, Acce•• 1
sub~ect-in1tiat8d dialing and signalinq; and Notification MeaIU
af l.n-band aDd out-af-band siqnal1nq), DOJ firmly believes tha1
law 8ftforc~t's analysis aDcl poait.ic:m raeJarcling thes~_
as.istance capu11ity r8q\liraents satisfy CAX·EA section- 103
requir-.n'ta. 'rhe•• descriptions are ••t forth in t:be re.pcms.
sW:aittad by the FBI' to Tn cmm;t't.e '1'1l45.2 clurinq t:he
ballotimJ proc_s an standards cioCWltlftt: SP-35BOA.

With reapec* to the fifth thraUqh tbe ninth capal:li.llt1._ (~1ai:
to correlate caJ.l data and call c:cmt:ent; surveillance S1:.a1:U&
M••••q_, F_tuz:"e Status M_-&CJe; cemtimUt:y Chack; aad Poa't CUI
throuqb. cU.aJ.inc; aDd siqlULliDg), DOJ baa alao canclUdlid 1:b&'t 1_
enforc_ent's position satisfies CATrE' .~icn 103~
aecausa of this opinion, cU.scuasion between the iftdUII't::I:Y aDd 1
enforceJDen't, will be require4-in order to .elect a -=all.y
acceptable means ot deliverine; t:he infonation spacifi_ l:Iy ea
capability. Thus, if industry disaqrea. with law eDfarc~'
proposed delivery method, it must affirmatively propose a
meaningful and eff.et1v~ al~rnativ.. .

~a••d.upon the foregoing analysis, it i. DOJts op1n1an tba~ ~
l.ntar11A standard J-STD-02S is failincJ to inclUde ancl pt:apuly
acldr••• the, nine capabilities listed above. InclUlltry'" law
enforc_ent 1II&y wish to act in concert: to revise the iat:a:ia
standard J-STD-025 to include solutions for each of tb... .t..
el.c~on1c surveillance capabilities.

3See It... i-7, 9, and 10 of Attachment A.

4 'l'ba FB% 1s closely cooriiDat1mJ ita effort:.s w:Li:b. s1:aU aD
local law enforc~t repr_entat1vas across t:ha nat:ion. IJa'
document -law enforc_ent- and -ny- refer to this~ip
are used. interchanCJe.bly. .



with respect to capabili~y nU1lber eiqht (Standarc:lized Delivery
Interrace), although a sin;le delivery interface is not meft6ated
by CATrn, DOJ aliavea that a single, standarCS interface would a
cost erreetiva anci of great ):)en.tit to both law enforc_a:nt and.
't:aleee.aunications carriers. Recent Foduct1ve discussions with
iDdustry have raaulte4 in ¥bat DO.1 baliavas is an acceptable
caapromi•• , whereby tbe imluatt"y would COIIIIli1:. to a liaited n\allbe
of no more than rive 4elivery interfaces. DOJ supports such an
agreement.

With respe= to capal:lility number 11 (Separated Delivery), DOJ,
waul. reCCXJll1z1ng 1:he usefulness of suCh d.elivery for the
etfac:t1ven..s of electrenic surveillance, nevertheless does not
Dalieve that c:u:E& .ection 103, or 1:he underlyinq elec:t:ronic
surveillance statutes, requi.re separated delivery.

Bui141nq On the proqr_. 111&48 c1uriDcr the final mon~ of 1997,
the FaX' & CIT:., IIIlplaacmta1:ion Sec1:1on (C%S) will ccmtinue to
work with solution providars~ to reach an a;re_ant CD the
technical f.aa~llity of all the CALEA capability requirements.

Durinq the January 23, 1198, _ting, the parties dUCUIIIMICl the
conditions unclar which DOJ WCNlc! a.,rae not to pursue aafoza_Tft'
actions ac;ra1nat the carrier uDder sect'.icm 108 of caT.J:l vlt:h
reqard to the OT,zl 'JIIlJUia't.e that a curier _t the _1stallce
capah11ity requireaanu pursuant to ellcE' section 103 !:Jy
octcber 25, 1"8, OZ' apinat'. a man,ufac1:UrtU: with rB8pllC"t 'Co its
obliqat1on uncler CALEA section 10& (b) to 2MJte fea1:uru or
modifications available on a -r_cmably tiaely basla.· A· la1:t:I
from t:he Offica of the Attorney caneral, which waa prDYi4ed to
all lUIeting attanclees, outlinacl the basic cond1tions~
forbearance: "

In tho•• situat.ions where the carrier can for.... 1:bat.
it will not. be able to ...t the deaCSlin. because the
manUfacturer baa yet to develop the SOlutions, the. FaX
is prepared to enter into an avreeaant wit:h the
man~aeturer of 'the carrier' s equipment wherein bot:h
par't1.. (the PBX and. a unufacturar) would alF- upon
the tedmoloqical requir..-nts and tUZlCtional1t.y far a
specific switch platfora (or a1:bar nOll-switch solu:t::icm)
anel a rea.onable and. fair c1aployaent schedule Wb,leb.
would inclWie verifiable JI1lestones. :In return, DOJ

r will not pursue an enf~t action aqainst the
manUfaet1U:er or carrier .s lODCJ as the teJ:'1lS of t:.be
aqrel!!Dl8Dt are .et in the ti2Da frames specifiec:l. DOI:r

S Solutiofta provi4u:. iDclude not: only avi1:cb-basad
manUfacturers, aDd support stlZ"Yice provi4ars, ))\1t. otba&" i ....
eftti~i.s tha't. are tmIJ&9ecl in t:ha davalopaa8llt Oaf n~-""
other c.IU.EA-COIIp11ant soluticma.



will not pursue enforcement action aqain~t any car~ier
utilizinq the swi~ch platform (or non-sw1tcn Solut1on)
namacl in the aqra..ant.

DOJ, in~.ul~ation with the FBI, has further elaborated on th
conditions relatfd to forbaarance .s follows:

Any aam.bar oftha talecmmmni=ationa incius~ .eekinq forb_rail
3Ua~ submit to CIS a stateaen~at identifies the follovin~:

1. The OLEA capability requirements that will be inclue
in its platform or c:lesiqned into any non-switch-basec
solution.

2. ~e projected date Dy which the platform, or non­
awitch-ba••4 solution, will be made commercially
available, the ·cmnmarcially available date.- .

3. A·~imaline for d••iqn, devalopmant, and teatinq
aila.tone. that vill be achievad by the manufacturer
from the start of the project throuqh the cc=aarcial:
available date, the ·mileatone timeline.-

4. A sebedule far furnishing information to CIS at eacb
mil••tone to permit CIS to verify that a aile8tOfte b
batm reached.

5. A list of spacific types of in~or.mation to be provid
accordinq to the foraqoinq sd1ed.ule.

6. A scbec1ule for providinCJ IlUtually aqreed upcm daU t:
CIS from Which the Government will be ule to d__
tbetairness and reasonableness of the CALEA solutic
price.

7. A list of the specific types of price-related data t
be prOVided.

With re.pect to item 1, the term "CA1tEA capability ~ir•••n1:
refers to tha functions defined in the T1:A interim s1:aftdard
J-STD-02S and th. "first nine punch list capabilities~~
earlier in this letter. Law en~or~t will work wi1:b eac:b
solution provider aa it produces a tecbnical f ••sibi11~~
confirm its UftClers1:.anclinq of, and ability to m.et, tba cat·.,
ca~ility raquir-m:.s. For those switchinq pl.a~f....., or 1M
~1tch:ba ••cl SOlutions, Oft which a capa»ility is tac:bnic:ally
1nfeas1bl., law enforcem.nt will consult with solution ....,141
to a••••• the possibility of -providiDC) affective teabDical
alternatives that will s~ill Fovi4e law efttorc_en-c wit=. the
nece••ary evidentiary and m.inimization data souqht by t:be
capability.

With r_pect to ite. 2, tbe-t.aJ:m ·ca.arcially &va1.1.ta18 ....
refers to the date ~b.n the platform or non-svitch-~ 8.1a



will be made availa1:>le 'Dy the scl\:lt.ion provider far the ~ed.i.
- purchase and deployaent ~ a carrler. That date shall, 1ft no

event, axtend b.yond the first curr.ntly sChed.uled sot'tWare
qeneric prcduc~ r.l•••• aftar the october 25, 1998, capa»i11ty
compliance d.te. With respect to item 3, the term -mil••tone

~. t:1JDeline- reters to a sch.d.ule of the nece••ary dasic;n,
development, and tutinq staps to be ~aXan }:)y a solut.ion provi!
in making a product commercially available. with re.pect to i
4, a solution provid.r 1s expected to includ.e a schedule
apecifyinq the time aftar the completion of each mile.tone.wb.
CIS will be able to verify that.the mileatone has been reached
With respect to it... 5, the specific tfPs. of information
contained in the affirmative canfinlat10n of the fore.,oinq
schadulswill include, but nat be limited to, draft d_19ft
cloc::uaanta, f ••ture spacification docwumta, anel test re.ults.
With re.pect: ~o item 6, a SOlution provi4er is expect:ecl to
provide a schedule c1etailinq the delivery to CIS of all neee••
information for tha govsrnaant tc make a eletermination of the
fairness and reasonablene.s of the price of the solution
provider's comaerc:ially available c:ALD solution. With r ..pee
to item 7, the specific types ·of iDformation contained in 1:b.e
prica-relat'.ed infonLlltian of the foreqain9 schedule will iDC1'U
but not be 11mitad. to, market price. of camparabl. t_cur_ wi
similar levels of design, development, and testing erfo~.

Forbearance far a solution provic:ler, ancl its carrier~
will be conditioned upon its aDility to provic1e the abDVe li81
items aa well a. to meet verifia):)l. solution developll8l'lt
mil••tones. A solut'.ion provider' s failure to m.et th_e
mil.stones will result in the 10•• at forbearance for the
solution prQvider.

carrier farbe.rance ends with the commercial availability of I
SOlution. SwitCh•• , or portions of a network, ot hi.~rical
1~ortance to law enfcrce.ent for wnich 1:b.a govarmaent ..t
re~s. the carrier will be 1den'tifiac1 by CIS. EquiJllMlftt,
fac11iti•• , and service. installed or deployed after January
.1995, will be inclUded. in any forbearance until a solut:1c:m is
commercially available. Followinq solut.ion availability, for
thos~ sWitChes or portions of a n.~ork not ietentified by ctS
c;:arr1ars are expecrt.ea to follow their normal depl~ JIC"MtI:
1.1'1 determining which switChes, or portion. of their na1:Works I

will be upqraded with the CALEA capabilit.ies. Fiqure 1
illustrates the basic elements of forbearance.
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r'!'ft 1: Forbelraacc

The forat;rainCjJ forbearance eliscussion centers on tvo 8epaz-ate anI
distinct avre..ents: Ac;re_ants in Principle (UP) be'tv-.n the
FBI and a salut:.ion provider, and coopera'Civa Aqreemenu be't:Weeft
the FBI ancl a carrier.

In an Al:P, 1:he FBI and solut1on providers aqr.. that solution
~ovidar. have complied with the savan criteria listed abaY.,
~nclud1n9 a feasibility analysis an4 pricing i~ormatian tar
OXeFA CBpaDil.ity raquiramanta. 'l'be te••i1:ail.ity analysis aDd
pricinq information will allow the qover:tlll8n't to finalize its
position reqantinq ~e s'tandarcl, ext.ansion of the CGIIPliance
dates, torbearance, etc. The FBI.. in consultation with law
enforc_ent, will not be in a position to make critical
determinations until the information described in the above ~
criteria has been provided.

currently many versions of draft AlPs are circulatiftt, )x)t:Il nil
and inclu.try~en.rat.d, and Sa&e are more comprehensive than it
presently warranted. some of the AIl's in circulation ware
derived from an AXP drafted by Tn. The FBI hopes to -'" vi'tl
'rIA durinq the week of FebrUary 2. 1"., to discu.. t.be .
AIP. The results of the•• discu.sions will then be di ...
to TIA's membership and any other interes'Ced solution provi4er.

Th. Cooperative Aqreament, on the other band, is the caatz'ac::t:DI
vehicle Whereby telecommunications carriers will receive
reimbursaaant for their eligible CALEA costs. cooperative
ACJZ'....nta 1II&y be exac:utec:l for different purpose. at d.i.~r-__..rt!t:
staqes of CAlrEA iJapleaentation. Por example, an izu:ti.al r .....
Cooperative Agr....nt naqotiatians is takinq place to ~1.
contractual Vehicle. vtl.r~1 carriers selected to support
specific solution providers with the feasibility anal,... aDd
pricing information may receive reimbUrsement for aaaisting iD
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this effort. Unfortunately, this initial round of negotiations
baa eftcoun'tarecl same problems. One of the issu.. is the
clarification of a carrier'S role in a.sistinq in the analysis of
the solut.ion prcv1dllr' & propo.ecl solution. It appears troll
discussions with carriers that a mutual unc1erstancling of the
!Dtant of the government's proposed lanquage tor the Cooperative
Aqra.-.n~ and its Statement o~ Work (SOW) doe. not yet exist.
carriers commented that the SOW included a consultative role that
the carriers are unable or unwillinq to perform. Although it vas
the' 90vermumt •s intent to construct an SOW flexible enough to
allow carriers to accammoclate their normal roles in the solution
provider product development process, the ~rcpo.als received in
response tc the SOW have bean too ncn-spec1fic to provide real
value.

The FBI still believ•• , and has had it contirmed by solution
providers, that carriers have an ••••ntial role to play in
clevelopinq i:ha caIn solution. fte FBI vill now reque.t that
each solution provider d••cribe in detail the typical tn'teracti~
it miqht have with one ot its carrier customers auring new
pro4uct d.v.lopa.n~. The.e deacriptions vill then be
incorporated into the proposed sows, which the qovernment will.
seek fr01ll carriers.

Your cantinuecl willinqnes. t.o work with law enforce..nt toward
the development of electronic surveillance solutions is qreatly
appreciated..

Sincerely,
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FOR MANY YEARS, THE FEDERAL BUREAU OF INVESTIGATION
sought without success to convince Congress to impose broad govern­
ment-mandated technological requirements on the equipment, facilities,
and services of all telecommunications carriers, including wireless sys­
tems, to facilitate law enforcement's wire and electronic surveillance ca­
pability. In support of these e"orts, federal, state, and local law enforce­
ment agencies cited the increasing number 0' wiretap orders directed at
all users of wireless services, particularly in large metropolitan areas,
and limited availability of ports on many cellular carriers' systems. In
addition; the FBI sought assurances that new and advanced technolo­
gies would not inhibit lawful surveillance activities.

Fin~lIy, on October 7, 1994, atler lengthy debate and intense nego­
tiations with all segments of the communications industry the 103rd Con-

. gress comp'eted action on H.R. 4922, the "Communications Assistance
for law Enforcement Act." The Act details a telecommunications carrier's
obligation to cooperate in the interception of communications for law
enforcement purposes. The act was signed by President Clinton on
October 25,1994, and became Public law 103-414.

The law attempts to strike a balance between law enforcement needs
and industry concerns. During the course 0' the legislative debate,'Con­
gress heard repeatedly from law enforcement, represented primarily by
the FBI, that advances in digital technology and the introduction of new
intelligent network services, such as call-forwarding, and Follow-Me roam­
ing, were disabling the traditional wiretap capabilities of law enforce­
ment. Industry representatives expressed concern over uncertainties as
to liability, cost, and vague reimbursement obligations. Congress noted
Its concern over the potential for government mandates to dictate how

private companies could research, develop, and deploy telecommuni­
cations services and products.

Up until final passage, the political agenda revolved around seem­
ingly endfess attempts to specify in legislative language the exact obli­
gations carriers would be held to, how carrier compliance would be de­
termined, and exactly how much and over what time period Congress
would appropriate federal funds to reimburse carriers.

This primer has been prepared to provide CTIA member companies
with a comprehensive analysis of the wiretap law, detailing the specific
obligations imposed on carriers, manufacturers, and support service pro­
viders, along with the reimbursement procedures to be followed by both
the government and the industry.

1



A. CTIA'S FIVE-POINT WIRETAP POSITION

AT ITS MARCH 1994 MEETING, THE GTIA BOARD OF DIRECTORS
ADOPTED a five-point position regarding the proposed wiretap legisla­
tion. The enacted law contains provisions addressing all five points iden­
tified by the Board:

• II includes language that makes illegal the cloning of wireless phones
and the ownership of equipment to alter or modify wireless phones;
• It requires that all wireless systems shall ttave sufficient wiretap ca­
pacity, but that the determination of sunicient capacity will be sUbject to
a notice and comment procedure, and recognizes that capacity demands
are' not uniform across all wireless markets;
• It provides that the government will reimburse carriers for the cost 01
upgrades necessary to achieve compliance with the Act's requirements;
• It establishes that the appropriate point in a wireless system for a
legal Wiretap is at the switch and that, as to roamers, wireless carriers
are only required to provide inlormation Identifying the carrier within whose
system a target is roaming so that a court order may be sought for a tap
on the appropriate roaming switch; and
• It recognizes that no cause 01 action should be assessed against car­
riers for the failure of manufacturers or support service providers to develop
software or hardware necessary to enable carriers to comply with the capa­
bility requirements of the Act.

B. TECHNICAL REQUIREMENTS AND SOLUTIONS

1. Electronic Surveillance Needs of law Enforcement

IN JULY 1992, THE FEDERAL BUREAU OF INVESTIGATION, in coop­
eration with other federal, state and local law enforcement agencies,
identified nine technical needs that must be met in order for law enforce­
ment to successfully conduct court-authorized surveillance of electronic
communications.' According to law enforcement authorities, they re­
quire:

1. Access to call content and call setup information? going to and from
an intercept subject within a service area operated by service providers
served with a court order authorizing electronic surveillance;
2. Real-time, full-time monitoring capability for intercepts;
3. Transmission of intercepted communications by service providers to
remote monitoring facilities designated by law enforcement;
4. Transparency of interception-related activities to unauthorized par­
ties, including intercept subjects. and implementation of safeguards by
carriers to restrict access to intercept information;
5. Verifying information supplied by carriers which associates inter­
cepted communications with intercept subjects. and information on ser­
vices and features subscribed to by intercept subjects;
6. Increased capacity for implementing a number of simultaneous in­
tercepts;
7. Expeditious access to the communications of intercept subjects;
8. Reliabifity of intercept service comparable to the reliability of service
provided to intercept subjects; and
9. Quality of intercept transmissions forwarded to monitoring facililies
consistent with all performance standards of the service provider.



2. Electronic Communications Service Provider Committee

IN MARCH 1993. THE ELECTRONIC COMMUNICATIONS SERVICE
PROVIOER (ECSP) COMMITIEE was created by the Alliance for Tele­
communications Industry Solutions (ATIS. formerly the Exchange Car·
rier Standards Association) in response to a requesl Irom the telecom­
munications industry and law enforcement that ATIS sponsor a commit­
tee to identify. and develop solutions to, technical and associated opera­
tional issues surrounding court-authorized electronic surveillance. The
ECSP Ct>mmiUee is comprised of representatives of Regional Bell Op­
erating Companies. interexchange carriers, wireless service providers.
independent local exchange carriers. industry associations. telecommu­
nications equipment manufacturers and law enforcement agencies. Each

. subcommittee of the ECSP is co-chaired by a committee member from
industry and a committee member from law enforcement.

In furtherance of its mission, the ECSP Committee established a
Wireless Cellular Action Team to address issues involving technical ca­
pabilities for the surveillance of electronic communications within cellu­
lar communications systems. Since its creation. this aclion learn has
examined existing cellular intercept features and evaluated the ability of
these features to satisfy the needs and requirements of law enforcement
lor electronic surveillance. The ECSP has also created an action team
focusing on the technical requiremenls of pes systems.

3. IS$ues of Continuing Concern

CTIA CONTINUES TO WORK WITH LAW ENFORCEMENT. THE IN·
DUSTRY. ANO CONGRESS to resolve issues arising out of implemen­
tation of the new law. To thai end. some carriers have expressed con-

cern regarding the definition of "calf-identifying information" which con­
templates cell site or location-related in'ormation (§~~ § 103 (a)(2)(B)),
and the provision Ihat states that a pen register order or trap and trace
order may not obtain call-identifying information that discloses the physical
location of the subscriber (see § 103 (a)(2)(B)). These sections may
suggest that reasonable cause. the legal showing necessary to obtain a
pen register or trap and trace order. is insufficienl to obtain localioll­
related information. Instead, parties may have 10 prove probable cause,
the highesl level of proof. which is necessary for an eavesdropping or
search warrant.

THE ACT CONSISTS of the following three titles:

• Tille I adds chapter 120 to Tille 18 and is composed of twelve sec­
tions. including the Wiretap capabilily and capacity requirements

• Tille II expands the privacy protection of the Eleclronic Communica­
tions Privacy Act to cover cordless telephones and certain radio-based
communications; prohibits the fraudulenl alteration of commercial mo­
bile radio instrumenls; requires a court order for Ihe disclosure of tmns­
aclional <.Iala on electronic communications services; limits the use 01
pen registers that intercept information other than dialing or signalling
information; and makes other technical changes.

• Tille III amends the Communications Act of 1934 by requiring Ihe
FCC 10 prescribe rules for implementing Ihe Act's syslems security and
integrity requirements. by authorizing common carriers to petition the
FCC to adjust charges to recover costs of compliance, and by making
certain clerical and technical amendments and eliminating expired and
outdated provisions of the communications laws.
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A. Coverage and Scope,
Section 102

IN 1968, CONGRESS PASSED "THE WIRETAP ACT," codified at chap­
ter 119, 18 U.S.C. §§ 2510 - 21, as amended, that made the government's
surveillance activities lawful and set up a judicial process to which law
enforcemenl musl adhere in order 10 obtain courl-ordered wiretap au­
thority. In response to evolving computer and telecommunications tech­
nology, the Electronic Communications Privacy Act was passed in 1986.
This law amended the 1968 Wiretap Act by protecting a new class of
electronic cOmmunications. including cellular telephones, paging devices.
electronic mail, and computer databases. In addition, for the first time, the
'echnical assistance" responsibility was outlined directing telecommunica­
tions providers and other persons to furnish "all information, facilities, and
technical assistance necessary" to accomplish a surveillance permitted
by law.3

Public Law 103-414. the "Communications Assistance for Law En­
forcement Act" adds. among other things. chapter 120 to Title 18, United
States Code. defining in more detail the technical assistance th,at tele­
communications carriers are required to provide in connection with court
orders for wire and electronic interceptions, pen registers, and trap and
trace devices. The intent is to make more certain the duty of telecommu­
nications carriers to cooperate in the lawful interception of communica­
tions for law enforcement purposes.

Telecommunications carriers are required to have sufficient capacity
to execute all electronic surveillance orders and to provide the following
capabilities: (1) to expeditiously isolate the content of targeled commu-

nicalions transmilled within Ihe carrier's service area; (2) 10 expeditiously
isolate call-idenlifylng information providing the origin and destination of
targeled communications; (3) to deliver inlercepled communicalions and
call-ldenlifying infarmalion 10 lines or facifities leased by law enforce- .
ment for transmission to a location away from the carrier's premises,
concurrently with transmittal of the communications to or from the sub­
scriber; and (4) 10 do so unobtrusively, so lhe targels 01 surveillance me
not made aware of the lawful interceplion.

The term "lelecommunications carrier" is defined, for purposes 01
this Act. as "any person or entity engaged in the transmission or switch­
ing of wire or electronic communications as a common carrier for hire,
as defined by section 3(h) of the Communications Act of 1934, and in­
cludes a commercial mobile service. as defined in section 332(d) of Ihe
Communications Act." This definition encompasses locill exchnnge cm­
riers, interexchange carriers, competitive access providers, wireless
carriers (including cellular, PCS, and satellite providers), cable compa­
nies that offer telephony. and any other common carrier who offers
wireline or wireless services for hire 10 the public. The definition does
nol cover information services, such as electronic mail providers. on­
line services providers. or commercial Internel providers. It also does
not include persons or entities engaged in proViding calilorwarding ser­
vices, speed dialing, or the call redirection portion 01 a voice mail service.

In keeping with the expecled increase of competitive providers of
local exchange service. the FCC is authorized to designate olher per­
sons and entities as telecommunications carriers subject to the Act's
assistance requiremenls in seclion 103 to the extent that such person
or entity serves as a repiacement for the local telephone service 10 a
substantial portion of Ihe public within a stale and such designalion is in



the public interest As part 0' its determination regarding Ihe public inter­
est, the Commission shall consider, among other things, whether it would
promote competition, encourage the development of new technologies,
and protect public safety and national security. In addition, the FCC is
authorized, after consuUation with the Attorney General, to exempt
classes or categories of telecommunications carriers from the Act's cov­
erage.

The scope of the assistance requirement imposed upon carriers is
consistent with existing law which imposes a duty to furnish all neces­
sary assistance pursuant to 18 U.S.C. § 2518(4). However, it is limited
in several ways. First. law enforcement agencies may not dictate the
specific design of systems or features, nor prohibit the adoption of any
design by carriers. Further, as long as each communications message
can be intercepted by at least one method, the Act leaves to tho induslry
how to accomplish compliance. Moreover, telecommunications carriers
are not required to decrypt encrypted communications that are Ihe sub­
Ject of the court-ordered wiretap, unless the carrier proVided the encryp­
tion service and can decrypt the communication.

B. Mobile Service Assistance Requirement,
Section 103(d)

WHEN A TARGETED SUBSCRIBER'S CALL CONTENT AND CALL­
IDENTIFYING information originate outside a wireless carrier's service
area, that carrier is no longer responsible for the delivery of the inter­
cepted communications. Under such circumstances, the carrier is only
responsible for notifying taw enforcement as to which carrier or service
provider has subsequently begun serving the target.

C. Capacity Requirements,
Section 104

THE SECTION ENTITLED "NOTICE OF CAPACITY REQUIREMENTS"
places upon the government the burden to estimate its capacity needs
in a cost-eHicient manner, while also providing carriers with a "safe har­
bor" for capacity. Within one year of enactment, i.e., October 25, 1995,
the Attorney General, after notice and comment, must publish in the
Federal Register and provide to appropriate industry associations and
standard-setting bodies both the maximum capacity and initial capacity
required to accommodate all intercepts, pen registers. and trap and Irace
devices that all levels of the govemment expect to operate simu/laneously.
The maximum capacity relates to the greatest numb~r of intercepts a
particular switch must be capable of implementing simultaneously. Con­
versely, the initial capacity relates to the number 0' inlercepts Iho gov­
ernment will need to operate upon the date of enforcement of this Act,
i.e., four years from the dale of enactment.

The Attorney General is directed to develop the notices after consul­
lalion wilh local and slale law enforcemenl authorities, the carriers, equip­
ment manufacturers, and manufaclurer support service providers. The
Attorney Generat is given flexibility to determine the lorm of the notice;
i.e., the notice may be based on the type of equipment, type of service
area, nature of the service area, or any other measure. The notice must
identify, to the maximum extent practicable, the capacity required at spe­
cific geographic locations.

SUbject to the reimburs~ment conditions, telecommunications carri­
ers must ensure that, within three years after publication 0' the notice or
four years afler enactment, whichever is longer, they have the initial and
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the maximum capacity to execute all surveillance erders. The Attorney
. General has one year, aner enactment. in which to notify carriers of the
government's capacity needs. If the Attorney General publishes the first
capacity notice before the statutory lime period of one year has elapsed.
carriers must satisfy the capacity requirement by October 25. 1998. the
effective implementation date of the law. However, in the event the Attor­
ney General publishes the capacity notices after Ihe slalutory one-year
deadline, carriers have three years thereafter to comply. which time pe­
riod will fall after the effective date of the Act.

The Attorney General may periodically give written nOlice to covered
entities of any necessary increases in maximum capacity. Carriers will
have at teast three years. and up to any additional time beyond three
years as agreed to by the Attorney General. to comply with the increased
maximum capacily requirements.

D. Enforcement Orders,
Section 108

THE ACT PROVIDES FOR ENFORCEMENT BY THE COURTS. A court
order may be issued upon the following grounds. First. Ihe court must
find that law enforcement has no reasonably achievable alternatives for
Implementing the order through the use of other technologies or capa­
bilities. or by serving the order on another carrier or service provider.
Essentially. the court must find that law enforcement is seeking to con-

. duct its interception at the best, or most reasonable, place for such inter­
cepti~n.

Second. the court must find that compliance with the requirements
of the Act is reasonably achievable through appfication of available tech­
nology, or would have been reasonably achievable if timely action had

been taken. A determination of "reasonably achievable" involves a con­
sideration of economic factors. This limitation is intended to excuse Cl

failure to comply with the assistance capability requirements or capacily
nolices where the total cost of achieving compliance is Wholly out of
proportion to the usefutness of achieving compliance for a particular type
or category of services or features. In addition, this provision recognizes
that, in certain circumstances, telecommunications carriers may deploy
features or services even though they are not in compliance with the
requirements of this Act.

In the event that either of these grounds is not mel. the court may
not issue an enforcement order and the carrier may proceed with the
deployment, or continued offering to the public. of the equipment, facil­
ity, or service at issue.

II conditions are met for issuance of an enforcement order, the courl
must set a reasonable time and conditions for complying wilh its order.
In delermining what is reasonable, the court may consider, on a case­
by-case basis, several enumerated factors.

The court's authority to issue enforcement orders is limited by Ihree
situations. First. an enforcement order may not be issued requiring a
carrier to exceed the capacity set forth in the Attorney General's notices,
issued pursuant to §104 of the Act.

Second, an enforcement order may not require a carrier to comply
with the assistance capability requirements if the FCC has determined,
pursuant to its authority under §109(b)(1), that such compliance is nol
reasonably achievable. However, if Ihe Attorney General agrees to pay
the incremental cosls to make compliance reasonably achievable, pur­
suant to §109(b)(2). this limitation does not apply.



Finally, an enlorcemenl order may nol require a carrier 10 modily
equipment, facilities, or services deployed before January 1, 1995, 10
compfy with the assistance capability requirements, unless the Attorney
General has agreed to pay for all reasonable costs directly associated
with the modifications necessary for compliance. However, if such non­
compliant equipment, facilities. or services are replaced. significantly up­
graded or otherwise subjected to major modification aller January 1,
1995, this limitation again does not apply.

E. Appropriations and Cost Reimbursement,
Sections 109 and 110, respectively

THE ACT AUTHORIZES $500,000.000 TO BE APPROPRIATED for fis­
cal years 1995 through 1998 to carry out its purposes. and requires the

. Attorney General to pay all reasonable costs directly associaled with
modifications to pre-existing equipment, facilities, or services. i.e., those
equipment, services. or facilities deployed before January 1, 1995.

For equipment, facilities, or services that are deployed after January
1, 1995, the Act authorizes telecommunications carriers and other inter­
ested persons to petition the FCC for a determination of whether compli­
ance with the assistance capability requirements is reasonably achiev­
able. The FCC is given one year after the petition is filed to make its
determination. In reaching its decision, the FCC is directed to determine
if compliance would impose significant difficulty or expense on the car­
rier or·users, and to consider a number of enumerated factors, including
the effect on public safety and national security, the rates for basic resi­
dential telephone service, and the need to protect the privacy and secu­
rity 0' communications not authorized to be intercepted.

"compliance with the assistance capabilily requiremenls is not rea­
sonably achievable for equipment, facilities, and services deployed after
January 1, 1995, the Attorney General is authorized, upon application
by a carrier, to agree to pay additional reasonable costs to make compli­
ance reasonably achievable. If the Altorney General elects nol 10 pay.
the equipment, feature or service in question will be considered in com­
pliance, unlit it is replaced. significantly upgraded or otherwise under­
goes major modifications in the ordinary course of business.

Additionally, the Attorney General is authorized, after notice and com­
ment, to establish regulations to effectuate the timely and cost-efficienl
processing of any payment from the government to carriers under this
Act, pursuant to chapters 119 and 120 of Title 18 of the U.S. Code, and
under the Foreign Intelligence Surveillance Acl of 1978. The Attorney
General is further directed to consult the FCC abollt isslling rCHlllatiol1s
to determine reasonable costs. Such regulations musl minimize the cost
to the federal government and maintain the confidentiality of trade se­
crets, while permitting recovery from the government of (i) the direct
research and development costs that have not been recovered from any
other governmental or non-governmental entity, (ii) the direct costs nl­
tributable to compliance with the Act for personnellraining and Ihe de­
ployment or installation of equipment or facilities, and (iii) in case of
modifications that may be used for purposes other than for lawfully au­
thorized electronic surveillance, only the incremental costs attributable
10 compliance. Such regulalions will require telecommunications carri­
ers to submit to the Attorney General claims for payment and such other
information as she may require.



THE EFFECTIVE DATE FOR COMPLIANCE with the assistance capa­
bility requirements in section 103 and the systems security and integrity
requirements In section 105 is set at four years after enactment, i.e.,
OCtober 25, 1998. All other provisions took effect upon the date of en­
actment, i.e., October 25, 1994.

End notes:

1. The nine requirements originally identified by law enforcement in 1992
have $ince been reviewed by the telecommunications industry and clari­
fI~ by law enforcement. They are discussed in detail in the document
entitled "Law Enforcement Requirements for the Surveillance of Elec­
tronic Communications" issued in June 1994. To obtain a copy, please
contact the Department of Science and Technology at CTIA.

2. "Call setup information" is the Mobile Telephone SWitching Office's
(MTSO's) resident internal data that is used to establish a link to the
cellular subscriber. This information contains: (1) call destination (di­
aled digits); (2) identity of the location of the incoming call; (3) dale, time,
and duration of the call; and (4) first andlor last cell site used to deliver
the ~all. "Call content information";s the content of the call (the conver­
sation or the data transmitted during the call).

3. ~, 18 U.S.C. §§ 2518(4), 3124;~~ 50 U.S.C. §1802(a)(4).



PUBLIC LAW 103-414
"COMMUNICATIONS ASSISTANCE FOR LAW ENFORCEMENT ACT"

fRAUDULENT ALTERATION
OF CMRS INSTRUMENTS

Effective upon date of
enactment, i. s.,
Oclober 25. 1994
fiel Tille II. §206.

Offense: 1\ is unlawlulto knowingly and with intent
10 defraud use. produce. or Iranle In, have control
or custody 01. or possess a lelecommunications
inslrumenl that has beon modilted Or altered 10
oblaln unauthOrized use 01 telecommunicalions
serviceS; or knowingly and wilh inlenl 10 delraud
use. produce. or I,attic In. have cuslody or conlrol
01. or possess a scanning receiver. or hardware or
soltware lor allerlng or modifying
lelecommunications instruments 1o oblain
unauthOrized access 1o lelecommunications

.services.
nile II. 5206(a);
ll~e 1JJllQ nile 18. U.S.C. §1029(al (5)-(6).

PenallV: The lines pursuanl 10 Ihe alleralion 01
lelecommunicatlons inslrumenls and equipmenl
are nol more Ihan the grealer 01 $50.000 or twiCe
the value obtained by the oIIense. or imprisonmenl
lor nol more than 15 years. or both in lhe case 01
an offense involving lhe lraudulent aKeraliOn 01 a
lelecommunicafions Inslrumenf which does nol
occur aller a convleIion lor anoloor oItense or an
a!lempt to commit another offense under Ihis
subsection.
Tille II. §206(b);
llH ama ntIe 18. U.S.C. §1029(c1(2).

Dulinllions: The Icrm ·acccss devicc· now includes
electronic serial number, mobife Identification
number. personalldentilication number, or other
telecommunications service. equipment. or
instrument identifier.
Tille II. §206(c)(1 I:
~~!'! a!5Q Title 18, US.C. §1029(e)(1I·

In addilion. Ihe term ·scanning receiver" is defined
as -. device Of apparatus lhat can be used to
Intercept a wire or electronic communicalion in
violation of chaPter 119."
Title lI. §206(c)(4);
He a§g Title 18. U.SC. §1029(e)(71·

Nol applicable. Nol applicable



PUBLIC LAW 103-414
"COMMUNICATIONS ASSISTANCE FOR LAW ENFORCEMENT ACT"

SCOPE OF COVERAGE

MOBILE SERVICE
ASSISTANCE

INFORMATION SERVICES
AND PRIVATE NETWORKS

Ellective upon date 0/
enactmenl. i.e.•
Oclober 25. 1994
Tille I. §111Ia).

elleclive 4 years aller
dale 01 enactment.
i.e.• Oclober 25.
1998.
Tille I, §111Ib).

Not applicable.

Any person or enlity engaged in the transmission or
switching 01 wire or electroniC communications as a
common carrier lor hire. Including CMAS providers.
and providers 01 wire or eleclronlc communicalion
switching or transmission service Ihat Ihe FCC liods
Is a replacement tor a substantial portion 01 the loCal
exchange service and where public inleresl would be
served to deem those entities covered.
Title I. §102(8)(A)-(B)(i)-(li)

CMAS providers ollering leatures or services thaI
allow subscribers 10 redirect. hand oil. or assign
Iheir communications to anolher service area or
provider must ensure that when they no longer
have access to the content or caH-idenlilylng
inlormation within the service area where lhe
interception has been occurring. the CMAS carrier
must provide lhe government with the identity ot
the carrier thaI has acquired the communicalion
betore. durIng. Of immediately alter the transfer 01
the communication.
Tille I. §103(d).

Not applicable.

s~. intra. capability
requirements.

See. intra. capability
requiremenls.

Nol applicable.

"lelecommurlicaliollS
carrier· does not include
persons or entities
engaged in providing
in/ormation services; and
any class or category 01
telecOmmunicalions
carriers thai the FCC
exempts by rule alter
consultalion with the
Allorney General (AG).
Tille I, § I02(8)fC)(i)-(ii);
see ;.'11$9.. Tille I.
§1031b)(2)(A) (B)

fhe c"pability require­
ments do not apply 10
inlormation services or
private networks that
provide transport.
swilching lacililies or
solely provide inlercoll­
nection services.
Tille I. §103(b){2)(A)(Bl;
Set ilJiO. Title I,
§ 102(8)(C)(i).{ii)



1
PUBLIC LAW 103-414

"COMMUNICATIONS ASSISTANCE FOR LAW ENFORCEMENT ACT"

CAPACITY Elfective upon dale 01 enactment,
i.e.• October 25. 1994
Tille I. §1t1(al

Nolices 01 Maximum and Aclual
Capacity Requirements: Not tater
than 1 year after the date 01
enactment (i.e.. October 25.
1995), and alter consulting with
slate and local law enlorcement
agencies. carriers. manulacturers
and support se~ice providers,
and after notice and comment.
the AG must publish in the
E~l!!B~iiI§! and provide to
industry associations and
slandard-selling bOdies notice 01
the actual and mallimum number
01 Interceptions. pen registers.
and trap and trace devices that
Ihe government eslimates to use
simullaneously by the date thai is
4 years aller Ihe dale 01
enactment, i.e. OCtober 25.
1998. Title I. §104(a)(l)(A)-(B).

Carrier Compliance Date: Within
3 years aller notice ol capacity is
published (October 25.1997) or
within 4 years after the date 01
enactment (October 25. 19981,
whichever is longer.
Tille I. §104(b)(1)-(2).

Notices 01 Increased Maximum
Capacity Requiremenls: The AG
must publish in the ~[1II
~, alter notice and
comment. notice ol any neces­
sary Increases In Ihe maximum
capacity requiremenl set lorth in
the notICe pursuant to
Tille I. §1O4(c)(1).

Inilial Capacity: Carriers musl ensure, subject to
Ihe availability 01 approprialiolls. Ihattheir syslems
are capable ol accommodating simuttaneous
inlerceptions. pen registers, and trap and trace
devices, and able to ellpand to its maximum
capacity requirements.
Title I, § t04(b)(1 )(A)-(8).

Expansion to Maximum Capacity: Aller Ihe lime
sellor compliance with ,nitial capacity reqUire­
ments, and subject to the availability 01 appropria­
lions, a carrier musl ensure that it can accommo­
date expeditiously any increase in the aclual
number of interceptions, pen registers, and trap
and trace devices, up to Ihe number sellorlh in
the m81limum capacity nolices: Tille I, §104(b)(2).

Basis 01 Nolices: Nollce 01 capaclly requuemenls
may be based on the type 01 equipment, type of
service, number of subscribers. type or size 01
carriers. nature ol service area. or any other
measure. and musl specify, to Ihe extent pracli­
callie, Ihe capacity loquirm.l al specilic gHograplllc
locations. Tille I. §104(a)(2).

Carrier Statement: Within 180 days (6 months)
aller publication ollhe capacity notices by the AG,
carriers must submit a stalement idenlilylng any ot
its syslems or services that do not have the
capacIty to ltccommodate SImultaneous inlercep­
tion. pen register, and trap and trace device
orders. Title I. § 104(d).

Compliance With Nolices 01 Increased Maximum
Capacify: WIthin 3 years aller notice 01 increased
maximum capacity requirements is published, or
WIthin such longer lime period as Ihe AG may
specify. a carrier must ensure Ihal its syslems are
capable 01 expanding 10 the increased maximum
capacity set by the notice
Title I, §104(c)(2).

Tho AG must roview the
statements submiUed
pursuant to §104(d) and.
subjecl tu the availability
01 appropriations, may
agree toreirnburse the
carrier for costs directly
associated with the
capacity modifications!
upgrades submilled tor
review. Until the AG
agrees 10 reimburse Ihe
carrier, the carrier will be
considered in compli­
ance with the actual or
maximum capacity
notices.
Title I, § 104(0).
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PUBLIC LAW 103-414
"COMMUNICATIONS ASSISTANCE FOR LAW ENFORCEMENT ACT"

CAPABILITY Effective 4 years after date 01
enactment, i.e.• October 25,
1998.
rUle I, §111(b).

Pursuant to a court order or Iawlul authorization,
carriers mush ensure that theIr equipment,
'acililies, or services that provide a customer or
subscriber with the ability to originate, terminate. or
direct communiCations are capable 01:
(1) eXpeditiously isolaling (to the exclusion of all

other communications) and enabting the govern­
ment. concurrently with its transmission. to
Intercept communicalions. within ils systems;
(2) expeditiously isolating and enabling the
government to access call-identifying informalion
that is reasonably available to the carrier be'ore.
during, or immediately after transmission, and
which allows the call-Identifying information 10 be
associated with Ihe communication to which it
relales:
(3) delivering intercepled communicalions and call·
ldenlifylng information in a format 'hal may be
transmilted by the government to a Iocalion away
from the carrier's premises; and
(4) unobtrusively providing interceptions and
access to can·identifying information with a
minimum 01 interference 10 Ihe subscriber's service
and which prolecls Ihe privacy and security ollhe
communicalions.
Tille I, §103(a)(I)·(4).

CosI Recovery for Compliance: A carrier may
petition the CommissIon to adjust charges. and
regulalions '0 recover cosls expended lor making
capabilily modificalions to equipment, locililies, or
services pursuanllo requiremenls 01 this Act
Tille III, §301;
see also 47 USC §229(e)(I).

Equipment, Facilities, and
Services Deployed On or
Before January I, 1995: AG
may, subject to the availability
01 appropriationS. agree 10
pay carriers lor all reasonable
costs direclly associated with
modilications to be made.
Title I. §109(a).

Equipmenl. Facifilies, and
Services Deployed Aher Janu­
ary " 1995: On petition Irom
carriers, and after notice to the
AG. the FCC must determine
whether carrier capabiliIy com·
p1iance is "reasonably achiev­
able." Tille I, §l09(b).

Delerminations 01 Reasonabty
Achievable lor Equipmenl,
Facilities. and Services De­
ployed Alter January 1. 1995:
Within 1 year alter the dale
the petition is liled. the FCC
musl decide whether compli·
ance would impose signilicanl
diffICUlty or expense on the
carrier or the users 01 its sys­
tems. AddiIionalladors may
be considered such as. includ·
ing, but not fimiled to: the im·
pact on public salely and na·
Iional security; rates lor basic
residenliallelephone service:
privacy proleclions; Ihe need
to achieve the capability reo
quirements by cost·ellr.cltve
methods; the eltect on the
operation of the equipment.
lacility, or service at issue; the
eHeet on the nature and cost
of the equipment. tacility. or
service at issue: the U.S.
policy to encourage Ihe provi·
sion 01 rmw IcchnollJ!"Jlcs and
IContw1llOd O"to ,....1 Pagel

law enlorcement agen­
cies or oI'lcers are not
authorized to require spe·
cific design or prohibit the
adoplion 01 equipment,
services. or leatures.
Tille I. §t03(bJ(1)(A)-(8).

An enforcemenl order
shall not require a carrier
10 modify. for lhe purposes
01 complying with the
capability requirements.
any equipment, facility. or
service deployed on or
before January " 1995
unless Ihe AG has
agreed 10 pay the carrier
lor all reasonable costs
associated with the
modifications necessary
to bring equipment,
lacitities, or services into
compliance: or the
equipment, lacitity, or
service has been replaced
or significantly upgraded
or otherwise has under·
gone major modilications.
Tille I, §106IcJ(3)(A)·(B)



PUBLIC LAW 103·414
"COMMUNICATIONS ASSISTANCE FOR LAW ENFORCEMENT ACT
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CAPABILITY, continued
setvices 10 the public; lhe Ii- .
nancial resources ot the C8f­

tier; privacy protections; com­
pelUive eIIecJ on !he oIlering 01
new equipmeflt. /eaMes. and
serviceS; and other lactors as
determined by ltIe FCC.
Tille I. §109(b)(1)(A)-(K).

Compensation: IIlhe FCC
detemtlnes that compliance
is nol ·reasonably achiev­
able; the AG may agree.
subjec' '0 avalJability 01 ap­
propriations. to pay Ihe car­
rier for the additional reason­
able costs of compfiance wilh
the capability requirements;
01. if the AG does not agree
10 the addillonal costs. the
eanler will be deemed in
compliance with the capabil­
ity requirements.
nile I. §109(b)(2)(A)·(O)

failure to Make Paymenllor
Equipment. Facilities. and
Sefvlces Deployed On or
BeloreJanuary t. 1995: II a
carrier has requeSled pay­
ment. and lhe AG has nol
agreed fo pay the carrier lor
all reasonable costs direclly
associated with the modttica·
lions to bring any equipment,
facifity. or service deployed
on or belore lhe enaclmenl
dale. such equlpmf:fll. facil·
ity. Of service win be coo­
sidered in compliance with
the capability requeremenfs
un.lIthe equipment. facility.
or service Is replaced or sub­
stantially upgraded or other­
wise modified. .
Ti.1e 18. §109(d).



PUBLIC LAW 103-414
"COMMUNICATIONS ASSISTANCE FOR LAW ENFORCEMENT ACT"

SYITEMS SECURITY AND
INTEMfTY

FCC AUTHORITY TO
ENFORCECOMPUANCE

Effective 'our years alter the
date 01 enaclment. I.•.•
OCtober 25. 1998.
Tille I. §111(b).

A carrier must ensure that any interception 01
cornmunIcatlon8 or ecce.. 10 cali-identifying
Infonnation effected within Hs switching premises
be activated only In accordance with a court order
or other lawful aulhorlzatlon and with the affirmative
intervention of an Individual oIficer or employee
acting in accordance with regulations set by the
FCC.
Title I. §105.

The FCC must prescribe rules implemenling Ihe
requirements of this Act. whld1 shaN Include
systems secu,"y and integrity rules thaI require
carriers 10: establish appropriate policies and
procedures lor the supervision and control 0' Iheir
officers and employees to activate inlerception of
communlcallons or access to cell·identifying
information. and prevent any intervention or
access without such aulhorizalion; maintain
secure and accurate records of any interceptions
or access; and 10 submit to the FCC Ihe policies
and procedures adopted to comply.
Title til. §301; IU I!m. 47 U.S.C. §229(b)( 1)-(3).

The FCC must review Ihe policies and proce­
dures submitted pursuant to 47 U.S.C §229(b)(3)
and shall order a cartier to modify any polley or
procedure that does not comply with FCC
regulafions The FCC shalf conduct invesligalions
as necessary 10 insure carrier compliance wilh
these regulations.
Title III. 1301; HI af.&Q. 47 U.S.C. §229(c).
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"COlllllIUNICATIONS ASSISTANCE FOR LAW ENFORCElifENT ACT"

ALLOCATION OF FUNDS
FOR PAYMENT

E"ective upon dale 01 enact­
ment, i.e.• October 25. 1994.
Tille I. §111(a).

Allocation 01 Funds: The AG must allocale
appropriated lunds to carry out the bitl's require­
ments in accordance with law enforcement
priorities as determined by the AG.
Tille I, §109Ic).

Authority lor Appropriations; A total of
$500.000.000 ($500 mIlllon) Is authorized to be
appropriated to carry out the obligations of the Act
lor liscal years 1995-1998 Such sums are
authorized to remain available until expended
Tille I. §110.

Cost-Conhol Regulations: Aller notice and
comment. the loG must establish regutations .
necessary to effectuate timely and cost-ellicient
payment 10 carriers.
Tille t, §109(e)ll).

Content 01 Regulations: The AG. aller consultation
with the FCC. musl prescribe regulations to
determine the reasonable costs associatcd wIlh
this Act. The regutations Olllst seek to minimize the
coslto lhe Federal Govcrnment and must permIt
recovery from the Federal Government 01: II)
direct costs ot developing the capability moditica­
tions. or providing requested capacities, but only to
Ihe extent that such costs have not been recov­
ered Irom any other governmental or non·
governmental entity; (2) the costs 01 training
personnel in the use 0' the capabilities and
capacities; and (3) the direct costs 01 deploying or
installing such capabilities and capacities.
Tille I. §109le)(2)(A)(i)'liii)

In the case 01 any modilication that may be used
lor any purpose other than 10 execule a lawfully
authorized surveillance order. the loG may permit
recovery of only the incrementat cost 01 making the
modification sultabfe 'or law enforcement pur­
poses.
Tille I, §109Ie)(2)IB).
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